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System i
EEJ Definition of a Distributed Sy nents located at networked

. 3 in which comp ng MESSAEES.
1. A distnb_Ute: sy:‘::c I:d(ijnn:te \heir actions only by passmi e
unicate an N i :
mn?m ibuted system is collection of i:_ldependem entities t 2ty
b bt ooonot be indlvidualy solved
problem that cannot be individually ‘
0 f.:l;ﬁ'liiion . A distributed system 15 i
i ingle coherent Sy .
computers that appears to its users a singl e pped it 4
e Each node of distributed computing system 15 equip e
memory and interfaces. Communication between @y f
by message passing as no common memory is available.
4 i.e., they do not use a con
» Usually, distributed system are asynchroqaus i.e, they e
and do not impose any bounds on relative processor sp
o Differences between the various computers and the ways in
communicate are mostly hidden from users.

e Fig. 1.1.1 shows distributed system organized as middleware.

a collection of i
3. Tenenbaum's

Computer - 2 Computer - 3 Computer - 4
— 1
User ’ L User application - 3 ’
cation -2

[T

g .:- % Distributed system layer (Middleware)
-‘ M, [gmﬂ , los4—| ’
[ I I

Fig. 1.1.1 Distributed system organized as middleware

* To support heterogeneous, computers and networks while offering a si :

view, distributed system are often organized b
is logically placed between a high Y means of a layer of gof

er level consist; ;
layer underneath consisting of OS. #ing of users andl/g pis

> times called as mid
* An i ;
o ,:::P:: of a distributeq system would be the world wide web
Ple components under fhe hood that help browsers wl:y

TECHNICAL PUBLICATI0 5@

.Inupm,,,,,,whm

1.1.

IBF] Advantages of DS over Centrall

1

2,

pistributed System

Users and applications can i
uniform way, regardless of w] h
Fach host executes components
Middleware enables the components
the system as a single, integrated
A distributed system can consist of ar
i rsonal computers, works!
mainframes, pe pul =, worksta
Significant consequences of mﬁ%
1. Concurrency : The capacity of
increased by adding more reso
either p can happen before q or
interleaving semantics. SR
2. No global clock : The only ¢ ]
network. Not possible to sy

possible to have a process that
. Independent failures : The pro

w

unaware of other failure with ¢
Both are due to processes running

il Need of Distributed System

Share resource is main motivation of the ¢
The term "resource” is a rather abstract one,
things that can usefully be shared in.

Sharing of resource extends from hardyware c
to software - defined entities such as files,

It also includes the stream of video frar
phone call represents. '

Economics ; A collection of
mainframes, Low price/per
‘omputing power,
Speed : A distributed sys
Mainframe, Qu.&g(’. P




fo# Fundamentals of Distributed - utod System
Di System

Goals of a Distributed S
2

he main goal of a distributed . !
.

ble w
ent, open and ‘c'.h
t;an:[ii_ng resources available

distributed  e.g.
3. Inherent distribution : Some applications are inherently ,
. . ill survive. Hig]
}::liabﬂity If one machine crashes, the system as a whole can still s
4. : e,
availability and improved reliability. —
5. Incremental growth : Computing power can be ad

3, Openness
Modular expandability.

pxll Making Resources Available
Disadvantages of Distributed System

1. Software : Difficult to develop software for distributed systems.
2. Network : Saturation, lossy transmissions.
3. Security : Fasy access also applies to secret data.

ser access to remote
! f;rlc};]:; l:tcl.1 and share them in a con
Connecting users and resources a
information. For example : Internet
and video. :
Security is becoming increasingly :
i. Little protection against evesdmw
ii. Tracking communication to bui i
A good reason to build a d:stnbuted
available as they would belong to
between users and resources, d
information exchange, collaboration,

- o
Comparison between Centralised System and Dlstnbyted System.

%) Transparency
ol and of failure,

Comparison between Parallel Systems and

* Software hides some of the details of th
the system more users friendly.
A distributed system that appears -
computer system is said to be transparq

Users and applications should be able to
they access loca] resources,

are co—operaﬁng.

The users shoulg be unaware of w]
tM"Sfel'l'ing from a local machine
To make certain aspects of

|2 ’°gfatmner 50 that they d
Particular application, 3
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; design of the

The implication of transparency is a major influence on the design

¢ The impl _
software. "

e 8 forms of transparency are _t'iccess, Location,
Mobility, Performance and Scaling.

o Network transparency is access and location uans!aa:sen;yl rccess 1ol
1. Access transparency : Using identical operatioi ;

urces, e.g. Hyperlink in web page. ’
2 :990 i < to be accessed without knowledge

location, e.g. URL. u»
3. Concurrency transparency : Several processed operate concurren y
shared resources without interference with between them.

4, Replication transparency : Multiple instances of resources to .be
increase reliability and performance without knowledge of the replicas by
or application programmers, e.g. Web cache.

5. Failure transparency : Users and applications to complete their tasks d
the failure of hardware and software components, e.g. email.

6. Mobility transparency : Movement of resources and clients within a
without affecting the operation of users and programs, e.g. mobile pho

7. Performance transparency : Allows the system to be reconfigured to
performance as loads vary.

Concurrency, Replication, |

¥

8. Scaling transparency : Allows the system and applications to expand
without change to the system structure or the application algorithms,

Description o

Hide differences in data rep ion and how a

tion  Hide where a resource is located.

is

~ Migration I-i.idnhnumoummymmlomoﬂn.hu -
M-Relouﬁon _ Hide that a moumﬂyhmwdl;;ll;;;mm;ﬂl '
s  Replication B

Pt at e may be hard by evers! comptitv
U sy b shrd by v comptive
SN ol s,

Open Systems Support

describ!
1o the system are
The openness of distributed s

which new resource-sharing services ¢
by a variety of client programs.
Open systems are characterized b
It is based on a uniform communica .
access t0 shared resources.
It can be constructed from hetero
enness is concerned with e anc
Detailed interfaces "f_‘:"fmponents .:;,." ‘
be integrated with existing compor
Differences in data representation
(of different vendors) have to be

clearly specified

!

One of the important features of d
i Every service is equally accessible t
ii. Itis easy to implement, install a
iii. Users can write and install their own s
Interface Definition/Description Lan
between software components, % i
language and machine independent. ;;#

using  different OS/programming
windows ~communicates with a

communication is usually RPC-based,
Interoperability : The ability of W
together. A process that needs a servic

provides the service. Multiple jm
provided, as long as the interface is
Poﬂability ¢ An application d
on another system which implem
Extensibility . Easy to add new co



dwidth is infinite.

f) Ban
port cost is zero.

g Trans

adapt to increased

EEX] scalability
refers to
ili the capability of a system . i
‘ ?;;ngd operaﬁt;g s;stexl: should be designed f© easily cope 4
i
nodes and users in the system. ' T
o The system should remain efficient even with a signifi 7 8 -
Following aré the types of dis
1. Dish‘ibuted computing system: .

PR e

of users and resources connected : ;
should be reasonable;
and resources C 2
2 Distributed information systen

. Cost of adding resources
with increased number of | users
uted pervasive systems

-

2. Performance loss
controlled;
3. Software resources should not run
number of entries in tables, efc.) o
o Some guiding principles for designing scalable distributed systems are as
1. Avoid centralized entities.
2. Avoid centralized algorithms.
3. Perform most operations on client workstations.
o The design of scalable distributed systems presents the following challe

1. Controlling the cost of resources or money.

out (number of bits allocated to & z Distrib

2. Controlling the performance loss.
3. Preventing software resources from running out.
4. Avoiding preformance bottlenecks. b e ;
¢ Controlling the cost of physical resources i.e. servers and users. o X Distributed Computing Sysf ,)\’f'ﬁ(
.._L' Controlling the performan-ce loss : DNS hierarchic structures scale better o Distributed systems used for high-p
linear structures and save time for access structured data. 1. Cluster computing o
¢ Hardware consists of a collection of si

¢ Preventing @ftwareA resources running out : Internet 32 - bit addresses
oo 128 - bit one gives extra space in messages. b :
Avoiding performance bottlenecks : DNS . Comparet SIS
* NS name table was kept in a single mas system. Computer cluster istaiSSEEE

Ppartitioning between servers,
* Clustering allows us to run applicatic
=,

. Pitfalls i
4 ‘ , E distributed different servi
assumptions made by first time developer : L applicati .acros.ﬂ : =
' : Pplication is still accessible via o
A computing system.

a) The network is reliable.
* [n irtua y all <oiidig TS
v 1 cases cluster computi

- 9 The network i homogeneoys, ' o
: ingle program is run in pa
3 ‘omputer : Linux-based Beowulf

Ui The topology does not change,
: is zero,




3 User
User workstation
workstation
Cluster
[ Server
- Server #2
| #f
= Shared
storage

Fig. 1.3.1 Cluster computing

o Cluster architectures are quite flexible and as a result, it is possib_le to
shared and distributed storage when necessary. Such an architecture
strongly suit an enterprise with a corporate headquarters where larg

warehouses are managed and with offices around the globe that ope

autonomously on a day-to-day basis.
‘o Functions of master node :
.a) Master node handles the allocation of nodes to a particular parallel p;
b) It also maintains a batch queue of submitted jobs.
c) System interface is provided to the user.
d) The master runs the middleware needed for the execution of prog
inagement of the cluster.
computing
| _ computing is a distributed
¢ ting system where a group of
- computers are connected to create
and work as one large  virtual

com;':uﬁ.ng Ppower, storage, database,
application and service,

L Applications

3‘; shows the grig protocol

flon layer ; This lager consists
 applications  thyt operate

1.3.2 1%

ted system

within 2 virtual organization

en vironment-

source : Secure negoh:a : .A
R: ment of sharing b a0
P2y Protocols and services of

ective *
Coll sources.

Jlections of 7€
:bric Jayer : Fabric layer provides inte
< are tailored to allow s

rovide functions for que
functions for actual res

Interface
it also P
along with
The grid computing middleware
activities related to identification, all { =
the computing resources to the end-

geog;aphical distributed resources sysfen:!_

istributed Information System:

Web services are a form of distributed
Typical examples of distributed compuf
that automate the operations of omn

financial transaction processing systems,
factories. S
The basic components of a transaction
user systems. The evolution of these sys
introducing their various features. [ e

make it possible to distribute compor
Client-server organization generally :

A transaction manager allows the
actions, requests, messages and comp
nothing" it either happens or is
programmer is provided with COM
outcome of the transaction. -

Transactions provide the ACID
fransactions :

L Atomic : To the outside world,
2. Consistent - The transaction do

TECHNICAL
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3. Isolated : Concurrent transactiol

. Nesbedu-ansacﬁmexfmds&\eu-ansacﬁonmod
composed other transactions. The outel :
mmmolfs called the top-level transaction. Transactions other than

transacti called sub-transactions. ) :
. mmits, then all of the sub-transactions

o If the top-level transaction coi

provisionally committed can commit too,

aborted.

. Faﬂymlapmenﬁddleware_e,ystemshan
using a transaction processing monitor of
at the server or database level. Its main tas 2
multiple server/databases by offering it a transactional programming o

+ A coordinator need simply ensure that if one of the nested transactis
that all other sub-transactions abort as well. Likewise, it should coordi
of them commit when each of them can. To this end, a nested transa
wait to commit until it is told to do so by the coordinator .

TP monitor in distributed systems

¢ A TP Monitor is a subsystem that groups together sets of related database yj
and submits them together o a relational database. The result is that the
server does not need to do all of the work of managing

_ consistency/correctness of the database; the TP Monitor makes sure that
updates take place together or not at all.

e
’ .E&lﬂﬁﬂwﬂmmm

1-12 Fundementals of Di:

R b MSysram
do not interfere with each other. t

ns do

ermanent.” to e

ion commits, the changes are p ; : . oo v

e oy aHO_WmE: 5 3 3:: more evident it became that
rmost transaction In a o= il

and mot m _
fransaction processing systems.

Result Middleware as a
integration- .

es of communication n
Tvi—:lm?tz Procedure Calls (RPC)
to another application comp ,
results in the request being packaj
result will be sent back and
procedure call by
Remote Method Invocations
that it operates on objects instead

provided that none of their ance

dled distributed (or nested)
TP monitor for integrating appl
k was to allow an application tg

1A
FE¥] Distributed Pervasive smm&r

. Networking has become a pervasive
time and any place. The modern
networks. s
Computer network are of different
range of wireless communication
and third-generation mobile phone

73

Programs running on the computers cons
employing a common means of comm unical
The Internet is a collection of large : !
different types. Internet communication n
and it is possible by using passmgofv
The Internet is a very large distributed
Internet. The implementation of the Inten
entailed the development of practical sol
Internet service providers are cor
'¥Pes of connection to individual

access services anywhe: 3
hosting, ywhere. It also p
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* to monitor the well
& New devioss are being develope! ed. Major goal is to prevent

(e environment may
continually aware of the fact that IS ST F e oy

any time. Many devices in pervasive system som in order 10 access

store, manage and share.

2 be casy to read,
and information should then Y <hould be able

msymmnnmmdmlnd ideally
lack of human administrative control : .
1. Automatically connect to a different network ;

2. Discover services and react accordingly ;
3. Automatic self configuration

to adap %

b
-being of individuals an
sutomatically contact physicians when need
from being hospitalized.

with various sensors Orga

g Basics of Operating

Fysvorr

06 definition & Operating v
programs It is an interface bet
c system Is sof
An up«.raklng
hardware must provide appro
the computer system and to

proper operation of the system.
A computer is a set of resources.
;LSEI. Functions like data meo

data are control by an operating
Program is a passive entity. Pro
into memory. A process may be
Process is an active entity that
program counter, registers to |

« Personal health care systems equipped
Body-Area Network (BAN). Such a network sho
hinder a person.

« A central hub is part of the BAN and collects data as needed. Data
offloaded to a larger storage device. The BAN is continuously hooked 7 program. J
external network through a wireless connection, to which it sends monitored de Each process has iis R el

. " Text region, Data region and

network consists of tens to hundreds or thousands of relatively si

uld at worst only minin associated with one program.

. Process means a program in
sequential order. It also called

b

e A process is used as a dar

system. A process normally has its ow
A process consists of an executing
and the resources used by the op
java processes :

There are three types of Java pro
written as a class.

 nodes, each equipped with a sensing device. Most sensor networks use wire

¢
1 e

" communication and the nodes are often battery powered. '

¢ Their limited resources, restricted communication capabilities, and cons
power consumption demand that efficiency be high on the list of design crit
E The relation with distributed systems can be made clear by considering sen
- networks as distributed databases. To organize a sensor network as a di
database, there are essentially two extremes :
1. Sensors do not cooperate but
» located at the operator's site,
2 Forward queries to relevant

: . sensors and to let each compute an .
Tequiring the operator to sensibly aggregate the returned mwzm.

¢+ Limited i
resources - including Power, restricted comm

o I
stribu

A Java application program
independent(standalone) Pprocess. A
fun using a browser or the applet:
A servlet does not have a main me
AJava program is compiled into
bytecode is interpreted by the Ja

simply send their data to a centralized datak

PUBLICA ®
TIoNS -mwmbrm



es :
« Java programs are of three typ
) Applications : Program whose byfue cﬁon
a Java virtual machine. An applica

distributed.

b) Applets : A program
and is run in the browser's Java v

¢) Servlets : A program whose byte code resides on &
at the request of an HTTP client (a browser).

Difference

whose byte code is downloaded from a

jrtual machine.
remote machine

between Process and Program

Process State Diagram 2

* Each process has an execution state which indicates what process is,‘ cur
doing. The process descriptor is the basic data structure used to rep:

e

 specific state for each process.

&,

&

8 1.4.1 shows a process state diagram. A state diagram is composed
tes and transitions between states.

Interrupted

puted System

state diagram is used by p
P:ovide to the process. v
The process states are as foll‘
1. New 2. Ready 3. Ruru
ew ! Operating system creates

» are newly created process

pmcess
Ready ¢
Jist (queue)- .
Running : The process that is ¢
all the hardware and software Tes
Waiting : A process is waiting unti
an input-output operation.
Terminated : A process completes

The process is competin,

Operating system main tains a ready
blocked processes. The ready list is
typically unordered. ‘
The act of assigning a processor
dispatching and is performed by
When process is in new state,
Here process itself is not in the main
The process exists a system beca
1. Process is terminated when

To prevent any one process from
system sets a hardware interrupting
time interval or time quantum.
The process may request a resource
operating system, if a running process
the process is allowed to continue in
From the blocked state, the process
allocated the Tequested resource.
User only initiate Pprocess state
transitions is initiated by the

vuf




* Running to ready e e
" 5 Runningtoblocked wmapw"“’d“ o
= w}uchxthasbeeﬂw

Concurrent Processing

o Concurrent processing can create the same
between threads of processes at different times
execute seemingly simultaneously.

o In concurrent processing, the processor executes each thread for a
frame. If the execution of a thread is not completed during the allocat
the thread is paused and the processor moves to the next thread. A

effect with one processor

has been paused will continue to be executed the next time it is

processor time. -
* Contemporary OS : Multiple processes appear to execute concu:
o8 * Fig. 1.42 shows timesharing of a resource.

Fig. 1.4.2 Shows timesharing of a resource
Proemung within a Process

ctriputed SY5reT ===

to allow all of the proc

, Fig 143 shows a process

threads- :
. The Java virtual machine allows

have multiple threads of exe

concurrently. When a Java virtual

up, there is usually a single

virtual machine continues to execu e

either of the following oceurs

a) The exit method of class runt

called and the security manager

the exit operation to take place.

b) All threads have terminated e\ﬂ\en:

method or by throwing an excep

« Thread is a dispatchable unit of w
stack and register set. Thread is a

they take fewer resources then a procﬁ

et

read - safe programming :

"W
o When two threads independently access
a counter, as part of their code, the u

instructions executed in behalf of

* To protect against the possiblm'y .
mutual exclusion.

AEX] Race Condition i
* Race condition occurs when W



20 Fungames—= =~
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Distributed System F
and the final result depen
condition-
There is &
; The outcome depends o1 the
should be avoided b
difficult to debug:

ds on who runs precisely g
(o)

the order of the e
: depends ont 7
"race condition” ‘fcﬂ;;;:;’;nu;ng?ﬁmerleavmg of fthe
ecause they can cause ﬁf‘e
Fig. 1,45 shows race condition

« Race condition
applications and are
threads.

This execution results in the

value 2 in the counter value 1 in the counter

Instruction executed in concurrent process or thread 1

Instruction executed in concurrent process or thread 2

o Fig. 1.4.5 Race condition between threads

A monitor is a concurrency construct that encapsulates data and functi )
‘ ,Q;Iocab.ng and releasing shared resources (such as network connections, 1
 buffers, printers and so on).

nitor is an object that contains both data and

allocation of a shared resource. It procedures, esdicis

'is @ programming language cons
tion and control synchronization,
pro‘grammir.\g languages like Pascal, Java
monitors to implement mytya] exclusion.

or is implemented in
extensive use of

This execution results in the %

10

ted system

Because synchron?.zaﬁon is guarm
scrambled are avoided.
The JVM specification goes on to sh ‘
of locks.

ock is a token that a thread m cq
de of a monitor entry.
That token is automatically released
another thread an opportunity to get th
Java associates locks with objects : Each
lock is assigned to one object. =
A thread acquires an object’s lock Pﬂ
entry, which Java represents at the :
method or a synchronized statement. |

Al e
to execute Ins1

.

Networking

Computer network is designed
functions. For exchange of data

via a communication network.

Distributed system is a system wh
networked computers, which then c
passing messages to one another.

ork standards and protocols : ,

On public networks such as the I
to be specified for the exchange
matters as the formatting and

-
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= d for con
Protocol i well-known set of rules and formats ‘-‘ts; e
« P ol is a o given task. It is implemer ;
:odulea. located in the sending and receiving wm}’“'e"s'f e Avcont
Protocol ftwaxe modules are arranged in 2 hierarchy © l :'tack.
& l.wtom; ls:yers is referred to as a protocol suite OT protoco -
] :oftwm can share data over the network using network s
.
: a common set of'prqtoco]s.
o In the context of communications, :
observed by the participants. In commca o
must be formally defined and precisely implemented: e
o For each protocol, there must be rules that specify the followings :
a) How is the data exchanged encoded ? ' N
events (sending, receiving) synchromzed so thal
| and receive in a coordinated order ?
on of a protocol does not dictate how

col is a set of rules tha

a proto
B ations involving computers, pi

t the parti

the rules

chitecture
hardware transfers electronic signals, which represent a bit

devices.
| day network applications require an Application Progzl-ammjng-“ [nte
hich masks the underlying complexities of data transmission.
layered network architecture allows the functionalities needed to m
plexities to be provided incrementally, layer by layer. Actual implen en
of the functionalities may not be clearly divided by layer. ‘
Most of all networks are organized as a series of layers, each one built 1
one below it. Because of layer, it reduces the design complexity. !

¢ In layer protocols, a layer is a service provider and may consists of sev S¢
functions. Function is a sub system of a layer. Each subsystem may also be
up of entities. An entity is a specialized module of a layer or subsystem. 3
- Name of the layer, total number of i

layers, functi -3
from network to network, i on and content of each la er

| was one of the first organizations to formall
2 i ; y define =
(e Thelr archiscture, called the- Open Systens Inteneg

11

griputed systerm

| ternational organizal

e In (OS1) refer

Intercon“ecfio“
for networking: 5
ost model is a seven-layer sta
. o mmunication standard or p

Fig 1.5.1 shows OSI seven-layer n
3 4

Fig. 1.5.1 OSI| sever

Ty

o Physical layer co-ordinates the fu
communication channel. It deals

next. It transforms the physis
to upper layer.

¢ The network layer is responﬁiﬂ?
destination.

'+ The transport layer is responsib)

another.

* The session layer is network
the interaction between con

* The presentation layer deals v
exchanged, 3
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the network by user. It p g Sy A

» Application hﬁ'wh“:.‘th as e-mail, remote physical layer ¢ I 18 responsible for
interfaces and other supporting sery (x.400), directory services may consist of a devide |
database.

e R age handling Wy ding network interface card
£X 1 gorrespone -
Network architecture The implementation of the fun comparison of the O8I and TCPAP

= division of the layers i conceptual
:mhmm-mﬁmmhm

- seful
conceptual division serves at Joast two us
: ]Lhw specificaion of protocols it allows
systematcally.
2 Conceptual data flow : It allows programs
data flow.

jware and software that ' -

purposes : - 7 layers
pmtocols to 5 -
Model was first d
implementation _*
0S1 model based on |

to be written in terms

051 model gives guaran
. delivery of packet.

5 05l does not support In
Strict layering.
Support connection
connection-oriented @
the network layer.

EEE] The TCPAP Protocol Suite

e The Transmission Control Protocol/Intemet Protocol (TCP/IP) suite is
network protocols which supports a four-layer network architecture. It is
the profocol suite employed on the Internet.

» The TCP/IP reference model is a set of protocols that allow communicatio

[¥] Network Resources z
« Network resources are resources available ﬁ"ﬁ
computing community. It includes hardware such :
and software such as processes, email mailbox
An important class of network resources is
wide web and file transfer (FTP), which are

running on computers. R

¢ In identification of network Tesources, o

Fig. 1.5.2 The Intemet network architecture
® The Internet .

W (iayer Whmh the Intemet protocol,

or allowing data to be transmitteq between

F . ers the transmitted data to 2 specific process

which p
any two

Resource sharing is main motivation of th
is a rather abstract one, but it best ¢
usefully be shared in a networked cos
Resources may be the software re
CDROM and data are the example of s

TECHNICAL UL
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ndamentals of D
gog8 Fur

r

B
E
B

Distrbutod Systerm such as disks

ts
hardware components o
g 4 e;;:‘:d ef:;za such as files, databases and data object
software -
It also includes the stream of video frames and :(L:
g ie
phone call represents. A resource manager is a $

setofmsoum?s"fal”mad” type.

Addressing an Internet Host

ternet topology i ters or Autonomou
* is the structure by which hosts, _rou !
;5) u: :xmmd to each other. Fig. 1.5.3 shows internet topology.

are module

Domain 2

Domain 3

g Fig. 1.5.3 Internet topology

o a8

- ASlevel Intemet tapology is at the highest granularity of the Internet; of
‘of Intemnet topology partially depend on AS-level topology. Second,

x 5» e bpology is relatively easy to obtain;

e other levels of topology are

2 m:'?rded 5 pivate information and are harder to get. Third, AS-level
odlmd]ogi m}; a;mdgmeered by humans; instead, it is the aggregate

~ fechn economical force. i igi '

| invesﬁga:(,::d’ therefore, its origin and evolution a

® The Internet T i -
- : Ea:hmsjsht: of a hierarchy of networks, interconnected via a
ackbone network has a unique network address,

; qn?E%m:;;mWso G
: 3 UP-thrust for knowledge

13

tod Syste™

. network
wormatiﬂ
py its ™27
The versio
ov
1p address
has equiva
1P address:

The Internet Addressing

e IP

ager- :
o of 1P currently using is
ddressing limitation of IPv4.
written as a sequence of
Jent symbolic domain name r

ercome &

o 1 2°88

class A “

Class B nn G
Class C nnn

Class D

Class E

IP address has five classes :
a. Class A : Reserved for very large
b. Class B : Allocated for organizal

¢ Class C : Allocated to all other netw

Example : Suppose the dotted-d
notation for a particular Internet ad
129.65.4.50. The 32-bit binary exP
the notation is as follows : o

Since the leading bit sequ
address is a clags B address
class, the network portion is
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1-28 : y
tod System s puted system
the first two bytes, that i:;oooo 00000110100110000001 a . friendliness, each Internet
- its in the Y s :
the remaining bms in the last two bytes or 00011 . For DS, in the format of
portion is the value: refix for class identification is of uc the mer_name,_qubdomdnhlﬂ ar
« For convenience, the binaty P ddress, so that we would say that thi <comp! i)

afmme i P°’ﬁ°;'2; isdl:“; then st s 2450 0 oLnERY — \echnicalpublications.org :
. ddress 224.0.0.1, one can expand it as follows £5 e W ows the DNS in the infernet

+ Example : Given the a E Fig 1

224.0.0.1

iy

Fig. 1.5.6

. g
i ignifi this is class D or multicast, add
o The binary prefix of 1110 signifies that ] rultcast S | :
packets sent to this address should therefore be delivered to ; R e d? e
: ’ Internet address. Processes known as doma
IPv6

mapping service, based on a distributed daf
ing service is offered by tlwuamdsz»
¢ IPv6 addresses are 128 bits in length. Addresses are assigned to The xﬁﬁ:‘%or « portion of the name
interface on nodes, not to the node themselves. A single interface resp o the DNS information (zone file) f
multiple unique unicast addresses. The first field of any IPvé6 add acces!
variable length format prefix, which identifies various categories of add

that zone. M
i The Domain Name System (DNS) is ik
* There are three types of addresses : B jesigned to cope with the problem of explqgv?
1. Unicast : An identifier for a singlle interface. A packet sent to a unicast L. 1t is hierarchical because the name space is partitic
is delivered to the interface identified by that address. 8 4
2. Anycast : An identifier for a set of interfaces. A packet sent to an an

address is delivered to one of the interfaces identified by the address,

Local sites have complete control (and
: i space. DNS queries are handled by servers ca
3. Multicast : An identifier for 5 set of interfaces. A packet sent to a mul P qi
address is delivered to all interf

& aces identified by that address, ¥ 3. It does more than just map
The first field of any IPvé addr \

ess is the variable-] o
ifies various categories of address e-length format prefix, wi

LR L L 73

the

F1vz

odes i t and a fu
Domain N es in the tree. The tree has a 100 ]
b (BHS) : H1€ Components of the path from the domain nar
DNS is a distributeq 4
) atabase that resides ; .
and used to conyert on multiple machines o
s betiveen names and address and to provide 4

* In zone, a server is responsible and

domain,

B ,EWMFUBUCAT’ONS‘_M 7
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Fundamentals of Distrib

1-30 putod systern

Distributed System

asibility for domain and

3 respo! ¥
+ Domain and zone are same if server accepts resp gy No-

not divide the domain into subdomain. divides its domain into subdo
are different, if a server divides

» Domain and zone
other server.

delegates part of its authority to otherserver: . ¢
Name lookup and resolution ress mus

i d
1¢ a dosain nase 15 used to 1 t, its corresponding IP ad:
. a

gihcs mappj_ng or name

obtained for the lower-layer network software. The E o
must be maintained in some registry: i . i esource Iden \eoisll T ARy
« For runtime name resolution, a network service is needed; a protocol mus 15.9 The Uniform R tifier (URI) 3 e Copsdivagie
defined for the naming scheme and for the service- ) urces to be shared on a network need to :
st g sce supports the DINS; the Java RMI registry supports . E\Etse[:net a URI is a character string w]
o Exa IIP 2 Servi "
object lookup; JNDL is a network service lookup protocol: | . There are two types of URIs : i o <
B . i server epplication A host that neste 5 2) URL (Uniform Resource Locator) points ito a specific

address to a name or a name to an address calls a DNS client named a resol Jocation. Vil At e
type of answer desired. T{\e Dtl;ls partit b) URN (Uniform Resource Name) points i
to multiple protocol suites). location.

« Name resolving must also include the
the entire set of names by class (for mapping

» Naming ifems is required since one cannot distinguish the names of subdom

Uniform Resource Locator

[ v o cr o o ‘ ., The Uniform Resource Locator (URL)
| Well known ports : 1 information on the Internet. i
| o - e 16 . 3. 47 % b 25 Nt
Fach Internet host has 2'° (65535) logical ports. Each port is identified 1 URL has three parts

<8

number between 1 and 65535 and can be allocated to a particular process. . 1. The protocol.

ort numbers between 1 and 1023 are reserved for processes which provi 3
ll-known services such as finger, FTP, HTTP and email. 2. DNS name of theimachinSi St
numbers from 0 to 65535 is used in Internet. It is 16 bits integer so the
is 0 to 65535 The client program defines itself with a port number, o
domly by the transport player software running on the client host. This The protocol is the client-server program.
ephemeral port number. 1 used to retrieve the document. i &

3. File name containing the page.
URL is represented as Fig. 1.5.8.

a usf;ir::‘fo define a port number but not randomly. Internet has decided to u Host is the computer on which the
i umb}::r: numbers. x‘mfv:;r servers, these are called well known port numbers. 1 information is located. Wi
anging from 0 to 1023 are called well known port numbers The URL can optionally Contaitt ﬂfé 4

restricted, which means that th are
reserve :
protocols such as HTTP, Y ed for use by well known appace File name gives where the information

 The Infernet Assigned Number Au

DR

. W ports  b) Registered ports ) Dynamic ports, E ::wmte eci:angvork ;
: connections, fibre o

thority (ANA) has divided the gosidil Fill in the Blanks

15
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. ) 8 em.

it ral styles e of 1 distributed sys )

(2.1 Bl s an e out the system

ressed in terms of componen

is exp! .

temamons components. i

system in terms of the compyt 1

?:s computational elements; the Req::::
A aggregates of them gy

.

istributed YS!
a distribu

& mOdda:efnfs and imemliom?

e cmp' tural models describe

g tasks performed by %

ividual computers \

ections. :

terconn the way in which the components

def:;s the way in which they are map
er

ing ind
Jements being 1%
:PPmpﬁafe network it
i Architectural model
.
feract with onek M;oct:mputem
: 1k o . o P 3
undedm nf:;"’mdd of a distributed system first sln:tthles-dand,. )
o An architectural dividual components of a DS and then it considers ; \ , E
B entfth companents actos a nefwrk of computers by the networkin
A i i ¥ e
e between the components. Layer : A group of related functional com X
i tionships een L ¢ ; : ! i
2 2: mﬁ;mi a logical organization of distributed systems  Service : Functionality Provided to the next layer.
. 5°m oax:nfs Software component is a modular unit with well d The lowest' leyal hardwaze o If*waré'liy,m
:nod ﬁmvided interfaces that is replaceable within its environment, for distributed systems and applic]ahans ‘These low
¢ Important styles of architecture for distributed systems $ to the layers above them, which implemen

a) Layered architectures These low - level layers bring the syster's pro
facilitates communication and cog tion be
b) Object - based architectures that facilitates comm and coordination
¢) Data - centered architectures FY Object-Based Archituctu'r‘.i 4190148
! LIS
d) Event - based architectures

This architectural style is based on BT

Layered Architectures o nBemant e e Cm"‘Pl‘e‘#‘

g objects, it is less structured. _Ba'iih

* Layered architectyre style is simple, N (c:bject corresponds atedc‘::‘rp"t‘i"‘f'

; g Omponents are connec ough a
. ;xr;iunsn ::jet:?d"any cor:plex system is divided into number of layers. (remzte) procedure call mechanism
S given task and jt gJg, Provides services to below / ;

: and al ) : bkt
A given layer therefore offers , software abstraction with higher e 12 Qe T
raware of implementation degaif, ' i

architectural style.
* Components are

Organized ;
allowed to call iy

yered fashion where

Object - based architectures are.
a component i A
i, €omponents a¢ 1 underlying layer 1, ,» but not il altractive because they provide a
' E E natural way to encapsulate data and
* Fig.211 shows layereq architectyy, :

the operations that can be performed

TECHNICAL PUBLICA TIONS'Q

3 TECHNICAL PUBLICA; ! ATION:
- an up.fhm;{ for know q
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ject hides
The interface provided by an ohject :
: fizst we can consider an object completely

EXE] Data - Centered Architectures

o In a data - centered architecture processes communicate through 2

repository- Fig. 2:13 shows data - centered architecture.

Fig. 21.3 Data-centered architecture

« For instance many networked applications use 2 shared distributed

which communication takes place through files.

« Web - based distributed systems use shared web - based data services..

« Example : Wealth of networked applications has been develop.ed
shared distributed file system in which virtually all communica

through files.

o Web - based distributed systems are largely data - centric : proces

through the use of shared Web - based data services.
Event - Based Architectures

» Fig. 2.1.4 shows event - based architecture.

o Components communicate by using events that can cmy

communicate through the propagation of events.

implemmmﬁun details., meaning that,
t of its environment.

For  instance, publish/subscribe
systems are event-based systems.
Components are loosely coupled.

In principle, they need not explicitly
refer to each other. This is also
referred to as being decoupled in
space, Of referentially decoupled.

Fig. 2.1.4 Event - based architecture

§ self - Management in Distributed Systems

Self - management exists on all levels of the system. At the lowest level,
self - management means that the system should be able to automatically handle

frequent addition or removal of nodes, frequent failure of nodes, load balancing
between nodes, and threats from adversaries.

Autonomic computing, proposed by Paul Hom of IBM in 2001, shared the vision
of making all computing sy ge themselves ically.

It refers to self - managing characteristics of distributed computing resources,
which recognize and understand changes in the system, take appropriate
corrective actions completely automatically, with close to zero human intervention.

The Autonomic Computing Initiative divides self - management into four
ctional areas :

) Self - configuration : Automatically configure components to adapt them to
different environments.

) Self - healing : Automatically discover, diagnose, and correct faults.

c) Self - optimization : At tically itor and adapt resources to emsure
optimal functioning regarding the defined requirements.

d) Self - protection : Anticipate, identify and protect against arbitrary attacks.

Feedback Control Model

A feedback control system is a system whose output is controlled using its

eas entasafeedbacksig:mL'l'!’dsfeedbmksignﬂi&cmpamdwiﬂ\a
erence signal to gumteanenvrsigx\alw}ﬁd\is'ﬁiwedbyamdmm
produce the system's control input.

TECHNICAL PUBLICATIONS® - an up-thrust for knowledge

——— |
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D Joops are Teferres
hat are organized BY mw‘s~°fﬁm ofa

i :yshm&ysm Fig, 221 shows logice! @
ise.
Uincontrollabls parameters (disturoance /1950

i

=8

lé/

Reference input

| system
Fig. 2.2.1 Feedback control ¥ Fig. 2.2.2 Zone hierarchy of astrolabe

i that vari S
The main objectives of feedback control is to ensure £ ariab
' as the output signals, either

process or a system, thought of
a) track reference trajectories (called tracking or servo), Or

b) are maintained close to their setpoints (called regulation).
» Feedback Systems are very useful and widely used in amplifier
process control systems as well as other types of electronic sys
o Elements of feedback control system are as follows :
1) System itself needs to be monitored. Feedback control loop g
Iogical metric estimation component. ¥

¥ zmwhnsalocalmneidenﬁﬁer,ashixgmmemﬁquewiﬁiﬁiﬂégizmt

A zone is globally identified by its zone name, which is a string consisting

path of zone identifiers from the root, separated by slashes. vess (B

host runs an Astrolabe agent. The zone hierarchy is implici ly specified when

> system administrator initializes these agents with their names.

host maintains a set of attributes for collecting local information. Each zone

set of aggregation functions that calculate the attributes for the zone's MIB.

aggregation function for a zone is a.;\SQLprogrmwhichta‘k&a;lis‘:_‘cfﬂn

of the zone's child zones and produces a summary of their attributes.

af zones form an exception. Each leaf zone has a set of virtual child zones. The

tual child zones are local to the corresponding agent. The attributes of these

al zones are writable, rather than being generated by aggregation functions.

leaf zone has at least one virtual child zone called "system", but the agent
new virtual child zones to be created. Ty o

tion functions are programmable. The code of these functions is embedded

ocalled Aggregation Function Certificates (AFCs), which are signed and

stamped certificates that are installed as attributes inside MIBs.

2) Analyses the and compares these values with re

J

3) Various mechanisms to directly influence the behaviour of

Systems Monitoring with Astrolabe

o A ’.‘ gathers, dissemi and aggregates information a
recursively defined to be either a host or a set of non-overla

® Zones are said to be non-overlapping i

» pping if they do not have am:
.Thus, lhe structure of Astrolabe's zones can be viewed as a

- free represent the host.

* Fig. 22.2 shows zone hierarchy of Astrolabe,

TECHNICAL PUBLICATIONS® - an up-thrust for knowiedge.
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Processes and Co -
2-8 Sasics of Archdectures. d System 2-9 Basics of Archtectures, Processes and Communication
[EX] Processes P“’Am‘g':m"‘::;dﬂamdbmwwhm.
. ~tems r changes "‘8“ a modification W

. mhﬂahﬂdklsmmw” . ss of computations : o s

¢ there is only a single thread of control, computation cannot proceed while the
B.si:d'lm ogr? is waiting for input. Likewise, it is not easy to provide input whik

epe! dencies are being calculated.

e . mmmbnmof\fm?wm
schpmoan:suﬂdﬁmmmbyum“‘”' 3 casy solution is to have at least two threads of control -
. ot resill , _ : one for handling
- mu&mesmmuumm@"ﬁb IOEONIEY, b : nteraction with the user and one for updating the spreadsheet. In the mean time,
accounting information and privileges. bem—  third thread could be used for backing up the spreadsheet to disk while the
in execution. wm?ﬁempath = L ther two are doing their work.
mmmmfommissepar-iﬁon 3 ;coneext:ﬂemixﬁntalmﬂecﬁmofvalmstoredk\ﬂnugbmda
« thread executes its own piece of code, independently from other .'M:}:mm::m;:)amofwm(agﬂmm.
 sintains only the minimum informati Qiressing reptTEREES 3
fhreads. The thread system generally i Thread context : The minimal collection of values stored in registers and memory,
'g formeexemﬁmofamdmtucﬁm(u,pmrmmm).

allow a CPU to be shared by several threads.
Advantages of Threads brocess context : The minimal collection of values stored in registers and memory,
a)Aﬂuw&xpan]lelcmpnﬂhm for&ieexecuﬁunofaﬂlread(i.e.,t!mdcmmt,butmwaboatlmtmu
register values).

threads use the same address space. No support from OS/HW to protect threads
using each other's memory. Thread context switching may be faster than process
ontext switching. q
jages of User - level thread library

1. It is cheap to create and destroy threads.

2. Switching thread context can often be done in just a few instructions.

that comuttiEECR Oﬁ-in\ A ajor drawback of user - level threads is that invocation of a blocking system call

i immediatelyblockﬂma\ﬁrepmcastowlﬁd\ﬂneﬁueadbelmg&

c)Cre:ﬁngaxﬂdesuuyingmreadsis
d)Easiuwmnemarfyai:pEmﬁonsasamuecﬁonofmoperaﬁngmd&n‘
¢) Higher performance compared to multiple processes since switching bef
threads takes less time. £
Thread Usage in Non-Distributed Systems '

. IllzmajordrawbackofallIPCmechaxﬁsmsis
extensive context switching, shown at three different points.

o Fig. 23.1 shows Context switching as the result of IPC.
Process A Process B

©

' Threads in Distributed Systems

ﬂ\readsofcontmlinaprooeasinuodumcormmemy.iadl
process address space but each has
Thread Control Block (TCB)

Allowing multiple
fhread shares and operates within the common
ts own local processor state mainfained in a
associated with the process.

When using a multithreaded client, connections may be set up to different replicas,
owing data to be transferred in parallel. It is used to express communication in
the form of multiple logical connections at the same time.

S1 : Switch from user space
to kemal space
‘\

i

M g syslam" : i
S2 : Switch context from
process A to process B

Fig. 2.3.1 7 _
TECHNICAL PUBLICATIONS® - an up-thiust for knowiedge
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res wxysmcmshw:lmamafnlhws: !
‘Thread :mnddngqsmansmhpnpanmhgmdsmdfnﬂdm
improves performance.
Sing] Mm:mm-wmmuuﬁ?
ity of blocking system calls, but gives up performance. e, R
state machine : The finite - state machine approach achieves high
performano hmﬂlpmlkﬁludumnabhcﬁgaﬁ.ﬂ-hhﬂb
program.
tualization is the creation of a virtual version of something, such 2s a hardware
orm, resources, operating mamdevicumakm
zation is becoming increasingly important :
'hulmmm. requests for a file ope B 5 T
-nbydmsb-rzﬂ-bm:mmhﬂ; = : 4 “‘Pﬂﬂmyﬂdwm
Tequess, fhe server chooses zm idle worker thread and hands ,dﬁlmgot:lhd-mdm y hy®
'%mhwm'emm.' k M”ﬂmm:m-ﬂ:n&#
. lh-dnma-m,- . :
i o ﬁiqmﬁ:m:,,@ M@:a:"
‘;ﬁuimmwﬂwhh
mm“wi’/mmmm Al
. —hl.’,ﬁdmhw'-."‘*!mr':advbm 3

~
" '—4-‘0{-,( TECHNCA. P ramions®

of a concmmTent server.
o In e case of am iemative server, the server itself handles
necessary, returns 2 response o the requesting client.
® A conourrent server does not handle the request itself, but pas
Gwead or another process, after which 3 immediately wails

into multiple execution environments. Virtualization is an abstraction
uwummhumg—m&u
ter IT resource utilization and flexibility. . o

< oSl for
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and Co

2-12 Basics of

2515 Basics of Archit Pro elic

Virl't;-llu‘}:ldtlt\e("h:z i: a software program or operating system that not only
b 3 P puter, but i performin,
s such as running applications and prog I.ik::hw S 5

n a pure virtual machine architecture the operatin ynhem‘ i gad\r Tocess

illusion that it is the only process on the mzzuneg;he usets.v‘:r:tu = i the

as if only its code were running on the system. ST

2.4.2 shows various interfaces offered by computer system.

B

between a program, interface and system

o Tt allows multiple virtual machines, with heterogeneous operating systems to
in isolation, side-by-side on the same physical machine.
o Virtualization helps with scalability and better utilization of hardware
allows legacy software to run on expensive mainframe hardware.
e Virtualization runs multiple different operating systems at the same tim
provides a high degree of portability and flexibility.

Fig. 2.4.1 General organization

Architectures of Virtual Machines

« Computer systems generally offer four different
different levels :

1. An interface between the hardware and software, consisting of
instructions that can be invoked by any program. 9

2. An interface between the hardware and software, consisting
instructions that can be invoked only by privileged programs,
operating system.

3. An interface consisting of system calls as offered by an operating s

4. An interface consisting of library calls, generally forming what is
application programming interface (API).

e A virtual machine can support individual processes or a
depending on the abstraction level where virtualization occurs.
flexible hardware usage and software isolation, while others
instruction set to another.

& A virtual machine is a software construct that mimics the

pﬁ%ical server.

types of interfaces,

Fig. 2.4.2 Various interfaces offered by computer system

irtualization can be implemented at two levels.
Tocess Virtual Machine :

alization is done essentially only for executing a single process (program).
An abstract instruction set that is to be used for executing applications.
example: Java runtime, Windows emulation (Wine) on Unix/Linux/MacOS.
al Machine Monitor : p

composed of the host OS and the virtualization software. X
 layer completely shielding the original hardware but offering the. complete
istruction set of that same (or other hardware) as an interface. ’

L T
TR INIGAL PUBLICATIONS® - an up-thrst for knowledge
DREe TEGHNICAL PUBLIGATIONS® - an 3 TECHNICAL TIONS® - an p-trust for rowid
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3,,kzal,unhhmu :
2-14 2 - 2-15
5y

and scftwnmu
{ petween hardware 3 L W
‘ ; ther. . x Window System display ;
machine to ano it . tion and applications in B . <
le instances of 3 - ular windows arrayed on a

tly on the same platform. _ktop - style screen, known as

Xen, VirtualPC, Parallels etc. — oot window.
« Examples g 2.5.1 shows X window system.
, meﬂuof“““:f’:‘ﬂapm ongst memory as each virtual n ; ? B vindow Sysem s
There is 1O o 5 tworked ~display  system. !
SDRcE: ; n g ] the X )
memory letely isolated from the hosl. it corl:ponefx:r ecoomerung e

2. Victual machines are comP

virtual machines. : & cen all of the clients
3Damdoesnotleak!d°55 g y ] ected, taking input from the mouse and keyboard, and pushing pixels on the
4. Can use multiple operating Sy
reduction is possible using small

mmmvuonnmbon&mm 5 ] e
virtual servers on a Kkernel offers a relatively low - level interface for controlling the screen, but
| forcaptunngeventsfromthekeyboudandmousemmmmﬁacelsnmde
. - - ilab lications as a library called Xlib.
Disad of Virtual Machine 2 ailable to app
; 15 Vlr::lh‘l;:&“n” are less efficient than o2l b e X Window uses a bit - mapped display where each pixel can be manipulated
hardware indirectly. idually. The entire display is known as the root window, and individual
lications are displayed as windows on this root whdow

5. The cosl

eaknesses of chine. )
2. A virtual machine can be infected with the wi hine F
r 1 X kernel
Difficul direct fo hardware, for example, c cards or U specifically designed to be used over network com\echms
4 v s B p splay machine) is the server; remote application is the client.
evices.
- f i i i by running a
i ince it takes all the files for e posmbletodmngeﬂ\eappearameofawmdcwmstanﬂy oy
o ?m: use[ o:f:’c;kv:f:::';ﬁn; parate program after starting X. This program is called the window: mmam
; P lits an application into two components : client and server.
T and Server ' 1 server program controls the monitor, keyboard and mouse, wlule the
= ) 3 cation itself is the client. The X also runs in a TCP/IP network, it is possible
yERN Client g a client to run on one machine and have its display on another. The X-host

nt controls access to the server.

desktopsysbemfmmwlud\use:rmapmgrmmmlled,&ux_ erve
ﬂ\athostsmdexecubes&\ﬁprogramlscalledﬂlEde\Lmsis&w
ite of normal networking terminology. p

Window System is a Graphical User Interface (Gl

+ A major task of client machines is to provide the means for us
remote servers. For each remote service the client
counterpart that can contact the service over the network.

* A second solution is to provide direct access to remote se:
convenient user interface.

¢ Example : The X Window System ; 4 :
¢ It is based on a client Desktops are used with a Window
o 5 dle/n Ster;:r model : a networked computer: : ce, applications, and resources. !
ams runnin; ‘
i 6 o i indow manager is a special X client

services from the server, The serv
er han ; oy 2 4 :
gmerauﬂsegz;phm] displays used by the dles :‘P“t : ement of applications, provides title bars and
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217 Basics of Architecturss, Processes and Communication

A concurrent server can be multi-threaded or multi-process. It does not handle
the request itself, but passes it to a separate thread or another process, after

& M'mmwﬂmmw that it is comm which it immediately waits for the next incoming request
k Client ervers than to clients. server can be stateless or stateful.
i onmhs"““?‘mmﬂmdleduuoughcﬂmf -side stubs for | A stateless server does not remember anything from one request to another.
L5 1. Access lnheser\’ef‘“d}“des different machine For example, a HTTP server is stateless.
‘! s-memtufate: o cy : Let client - side softwa tateful servers maintains information about its clients.
i Location/Migration ¥
zmlacah‘m. for Servers

Multiple invocations handled by
often be placed only at client.

clients contact a server ?

) maﬂcases,chemssmdrequulstommdpmm,ahoanedapﬂ,dﬂn
mncmnewhereﬂwservermmvm\g.

serverhstenstoaspedﬁcmdpomt Servers that handle Internet FTP

3. Replication transparency :
4 Failure transparency : It can

server 1 Server 2

S ] , ey e R ICEIEAE An HTTP server for the wiww listen to
_' el tohandle communication interrupts ? |
R ) Use out-of-band data. Example: to:anmlﬂ\eup]oadnfahuga __'.

Server listens to separate endpoint, which has higher Pnonty, while also
listening to the normal endpoint (with lower priority).
durgmtdataonﬁwsamemnmcﬂmltmbedmmmﬂxmuwhﬂeh
servergebasx.gmlonrecewmgmgmtdnh.

request replicati Replicated request

Fig. 2.5.2

Code Migration SRR T

LAV ANy 2AR0GIS
migration is the movement of programming code from one machine to other
ine. The most complex ple of code migration is migrating to an entirely
latform and/or operating system. Thxsnotmﬂychnngs &mﬂpmqamming
age, but also the machine code behind the language.

tributed system, code migration is in the form of pmemsmlguhmm l"L =R

Server

e A server is a process that waits for incoming service
transport address. In practice, there is a one-to-one mappi
service.

¢ Type of servers :
1. Iterative servers : Handles a request itself; can handle
2. Concurrent servers : Does not handle a request
thread or another process,
* Super servers : Servers that listen to several p
independent services. In practice, when a service
sub-process to handle the Tequest.
* There are several ways to Organize servers :
a) In the case of an iterative server, the server i asons for migrat
mcmaaxyretumarespometotherequesbng od S i
ode migration improves system perfomnme

all search Its. A client p ing a very lﬁxgewamuunt%' E
servermaybebetheroﬁ execuhngmtl\emetsmachhm:msp& 25

s for Migrating \bodo
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2 distributed application.
Dynamla")’ e tadiionsl client/server approa
amically configuring a cll

enli.ﬂu' Itececutesnslomllymdmoﬁely 'Iheobpctmqm:
e of a resource. For example : URL or IP address. 74
alue : It is available locally and remotely, but location mn;lﬁ'l;m
G)rﬂyvalueofmsourcesismeded.l’ormmph C library

clmnst’
Flg 26.1 shows principle of dyn

"4 type : It executes only available locally. The ob]ect re _ﬂ_wi_i_i_l‘t mly a
e is available. :

Tesource can, in prmdpla,vbe nugrlﬁad but’onlz;}l’ﬁﬁl

Themsoumecanemlybe mveaalongwn)iyyﬁe

i 3 L ;/
3 L ) ‘—-j,.’

T 0Ny
'Heterogeneous Syauml:u:\'

lem : The target machine may not be suitable to exec
ributed system is deslgnedforhenerogmusaynm B R
ofpmworhudmpmmmmuh@ﬁr_' e
are, operating system and runtime system.

this is as follows :

IE:;! Nomnhmeinfommﬂonneedstobehmfened,soit*fsﬁfﬁcesh ’
‘separate code segments for different target platforms. |

o Client first fetches necessary software for future interacti
invokes the server.

1. Code segment : It contains the actual code.
2. Data segment : It contains the state.
3. Execution state : It contains context of thread

Models for code migration 3
* Weak mobility : It refers to transfer of code segment
starting from initial state, It js simple method and

It is relatively simple, especially if code is porbablen
Java applets, :

* Receiver-initiageq . Easy to
.  Lasy to imp] L3
Migration, Jaya applet is 'Plement. The targef

A example of receiverin
IECHMWFUBUCAWONSO’.” ‘

24



of Architectures, Processes

2-20

system is called or
. = pdated each time 3 procea s pirter Network
T : f
+ Migration § Catior stack toro Networks (LANs) ¥ Syt
the procedur® m le of maintair m"s',m-sn::jn: tem, % which span a limited area such as a company Py .2
. Fxx.lﬁlshawspm:jg‘ah eous distributec SYREECER or even a small office. LANs are usually operated by a single
: en
an execution segm

ation. LAN support broadcasting.

Area Networks are privately-owned networks within a small area, usually a

gle building or campus of up to a few kilometers. Since it is restricted in size,
tions B - means their data transmission time can be known in advance, and the

operal

.;?}5

Push procedure
call onto program
stack

o

—

Procedire A\

Workstation

Fig. 2.7.1 LAN
Fig. 2.6.2

LAN - dwidth is the data transfer
Communication 4 i iGN S S A RS

* Distributed system is a system whose components
networked computers, which then communicate and Coort
Passing messages to one another.

¢ Communication does not come for free; often communi

cost of Jr.)cal Processing or storage. Sometimes we even.
communication is free,

* Here we discuss some types of communication,

‘which span a very large geographical area, such as from city to dity or
S countries and oceans. WANS are usually operated by transmission service

TECHNICAL PUBLICATIONS® . a1 g tend B
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can be transferred in g : g ©
Al st R AN z:saf:dwid!h is different from fr forent versions : 802.11a, 802.11b, 80211, 80211, 802:11f, 802.11i
. = £
e ""’! sysis s 82, 54 pome ek : y offers speeds with a theoretically maximum rate of 54 Mbps in the 5 GHz
communication nwdlu:;'Ed outers. They manage the communication |
icated computers CATE" s
d’fffauses to theirdestnation® distances. It also
5 th communications over long 2 ) COVETS compytey . 2 e
. ANsuPPnrt. 5 WAN support Poml-lo—pomt communication. 3 ¢ pectrum . ‘ X
diffecent e s ity of underlying computing i “!Q p11g is a new standard for data rates of up to a theoretical maximum
% heterogenel 7 e {
. WAN is high degree vfge network and Toute messages to their Mbps at 24 GHz
involves routers to manaj possible, bt o e : ‘

fe N[b 2 g . s
-!tb‘ﬂPP‘mSP*dsupma i . S veral networks linked together to provide common data communication
typical. . lities. It is needed for developing open distributed systems that contain very
+ Most prominent example : phe Ltede P i numbers of computers.
Metropolitan Area Networks (MANS) b o e ;s ate a variety of local and wide area network technologies to provide the
« MAN which span a large area such as a ﬂ;y;peutedll: Ly work capacity needed by each group of users.
e ity. MANG are usuall Org; : g e s M
Iocations within the same city. 2 ferconnected by i g com , routers, and general purpose
High-speed communication for nodes distributed CHEg nge d ¢ mputers, gateways. b3
usually belonging to ene organization. 1 ! sing and transmission of data to included computers are supported by a
o Based on high bandwidth copper and optical fibre. : 4 ¢ ware layer.
o Providing "back-bone" to interconnect LAN's. . fransmission
« Technology often based on ATM, FDDI or DSL. ! ket is a sequence of binary data with addressing information to identify the
irce and destination computers. A network message with arbitrary length is
Wireless Networks : vided before transmission into packets of restricted length.
. A?ﬁrelESISIANUIW'L.ANL'saMIelgs l?cﬂ.ulea rletwo'rk £ 4 larigth p o
as its carrier. The lﬂff llﬂk with the users is wireless, to give To allow each computer in the network to allocate sufficient buffer storage to
to all users in a building or campus. The backbone netwo hold largest possible incoming paci

End user equipment accesses network thr short or ! :
infrared sig:llul}:ansnﬁs:on e OlER ¢ To avoid long waiting for communication channels to be free if long messages
) were transmitted without subdivision.

.1
nd.

jbo(fexsspeeds with a theoretically maximum rate of 11 Mbps at in the

o Wireless LANs operate in almost the same way as wired z ]
networking protocols and supporting the most of the same, ) : ;Slfc:fmu ' ' o : '
o Viken L .09 gesins devoed by MR FRenerls - iy
L itute of Electrical and Electronic Engineers (IEEE).
WLANs using the following four technologies : distance h'ansnﬁs?ion is typically done over a network of switched nodes.
a. Frequency Hopping Spread Spectrum (FHSS) not concerned with content of data.
b. Direct Sequence Spread Spectrum (DSSS) y A types of switching are used in computer network :
¢ Infrared (IR) o Broadcast : It does not require switches. All messages are sent to all connected
omputers. Each computer is responsible extracting messages addressed to it.

d. e i
Orthogonal Frequency Division Multiplexing (OFDM) approach is used in Ethernet and wireless networks.

®
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pistributed Syste™ ch used in the telephone syst
This 3]

R i ! uite but not the only way available and
2. Circuit switching Mml;l; sender and the receiver. - ote communication is then quite common, bul y way

i : all the needs. Sometimes, communication needs to be
o isesuthh‘d 2 known 23 smre—and~forvlard- ity ing - :ezpond‘_lo of constituting a possibly unlimited
ciet swi also manages the packets by reading ptinuous g1 (5o 8
3. l::mmcﬁ”“ point) a m}"pu;ermﬁon’ and choosing an | i ount of information. s i
;-mory examining 15 9 e aming communication : The sender delivers a (either hnuﬁedmunﬂnu&‘:
appropriately’ i and storing the whole of each packet int ] e of messages representing the stream of information to be sent to
: i n pm m‘ ! T ¢ er.
= Pﬂfomiramt ulamci Ioierahead which can b:mmecj:t and ontiy i:l h:a
ize i in place OF S50 > cedure Calls
frame of fixed stzelf‘;:do;"ﬁi feame is simply relayed as a sh emote Pro y
= o b v mote Procedure Call (RPC), originally developed by Sun Microsystems and
jcations _.
m Types of Commun

jrrently used by many UNIX-based systems, is an Application Programming
erface (API) available for developing distributed applications.

S pmgramstoexecuhesubrouﬁnesanaremmmmmmuzrpmgxm
represents the client instance in the client/server model sends a call
ge to the server process, and waits for a reply message.

call message includes the subroutine's parameters, and the reply message
ins the results of executing the subroutine.

n}sopmvidesasmndardwayofemodingdahpassedbehvemﬁ\ediﬂn
s in a portable fashion called External Data Representation (XDR).

i f istent communicatic

CH i ﬂ:ﬂ 57:';”‘855':5? He\::l;‘lz;ebzenpa:ubnﬁtted for transmiss;
ﬂmc:nioaton middleware as long as it takes to deliver it to |
Persistent communication : A message .sent is stored by
middleware until it is delivered to the receiver. -
o In contrast, with transient communication, ‘a message
communication system only as long as the sending and recei’

executing. : ditionally the calling procedure is known as the client and the called procedure
« Transient communication : A message sent is stored b known as the server.
middleware only as long as both the receiver and the sender : hen making a remote procedure call :
Asynchronous vs. Synchronous Communication The calling envir t is suspended, proced e B2

+ Asynchronous communication : The sender keeps on executin;

message. The message should be stored by the middleware.
o Synchronous communication : The sender blocks
message and waits for response until the middleware a
or, until the receiver acknowledges the reception, or,
completed processing the request.

across the network to the environment where the procedure is to execute, and
\e procedure is executed there.

en the procedure finishes and produces its results, its results are transferred
to the calling environment, where execution resumes as if returning from
egular procedure call.

in goal of RPC is to hide the existence of the network from a program. As
, RPC doesn't quite fit into the OSI model :

e message passing nature of network cc ication is hidden from the

Actual Communication in Distributed Systems
* In the practice of distributed systems, many combinatior

i ; . The user doesn't first open a connection, read and write data, and then
synchronisation are typically adopted. e the connection. Indeed, a client often does not even know they are using
* Persistency and synchronisation should then be taken Sy

which communication and protocols could be analysed
Discrete vs, Streaming Communication 2
* Communication is not always
complete units of information,

often omits many of the protocol layers to improve performance. Even a

performance improvement is important because a program may invoke
: s often. For example, on (diskless) Sun workstations, every file access is
discrete, that is, it does 1 e via an RPC.

ol

®
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wrbﬂﬂpmm
+ We use the term “request” mmfe;mﬂ-;echmtaﬂmgthe

the term response” - to describe the remote procedure
client-

EEX] RPC Model
+ RPC model is similar to the well known and well nd
moddﬂﬁrlransfa’dcmhﬂlanddﬁlawiﬂinﬁle_ :
=t

« RPC mechanism is an extension of the procedure call me
i enables 2 call to be made to a procedure that does
md&nalhngpzm'[heca&dpmmdmmay&
2s the calling process or on 2 different computer. .

s In case of RPC, the caller and the
cllee processes have disjoint chnd
address spaces, the remote F
process procedure has no access Call remote
B0 data and varichles of the procedure |
caller’s environment.

* RPC method uses ge Request
passing schemes for information
exchange between the caller and
the cllee processes. Fig 23]
shows fhe typical model of
remoie procedure call

TECHMCAL PUBLICATIONS® - o
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reply

syntaxasalocal

2527 Sl B f Architectures, Processes and C
send req ge to the server p and waits for a
ge. The request ge contains the remote procedure’s
ameters and other things.
the proced andﬂmmhmuﬂumnltofpmmdm
nanmamplymmaaetomzdlu\tpm
ﬂ;emplymmgewmved,ﬂumdtzotp:mdmmﬂmu
acted, and the caller's execution is resumed.

e : Syntactic transp
‘mspamqmemmtampmdmmﬂdmﬂdhweamdlym
dure call. Semanti parency means that the

dure call are identical to those of a local procedure

ics of a remote p

! uuofglobdvnnnblesmnntpomﬂ:ieashmlmmmw«ﬁe
er program's address space. . J he -
rmance maybeaﬁecbdbythetnmmumes. - e e 2
hentication may be Vesaad ¢ L T
locahmofﬂxesetvermustbehwwn .

nting RPC ledunlsm

hehdePClsmmakeaMpmeedmaﬂUmhaslmﬂ\ ;‘pt-ibh
hdmh&empkstmmmﬂammﬂudm
mustbebomdm&\asmalllibmyptmdunalledhduﬂ:smbm
ts the server procedure in the client's address space. Similarly, the server
m&apmcedmealledﬂ\emetmxb These procedures hide the fact
prooadmecaﬂﬁomhdmttoﬂuserverunntlocal.

all ,achent-ndgsh:bxsapmcedme&mtlooksb&edimtuﬁnmi
server procedure. A server-side stub looks to the server as if it's a calling

callmg :

ST AR

it program thinks it is calling the server; in fact, it's
progmmﬂmksit‘:mlledbythednlbmﬁcﬁ
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d System
10. After possibly converting the return values, the client stub finally returns
mu.edimtﬁumﬁon.Mappeanmbeamrmalprooedumretummd\e

Distnibuted System

« Fig 282 shows the steps in RPC.

Server process
Client process client.
Client
% fouthes | stub Generation
Local progedure| 3 :
call = (1) - t“m | .\ ibs can be generated in two ways : Manually and automatically.
7§ i < .
Sb. ! nanually method, user can construct the stub using set of translation function
System call = (2) (@) — ided by RPC implementer. This method is simple to implement and can
= | @) | andle very complex parameters types.
E ; jcali / nly used method for stub ion is i thod. It uses
routines = Network communical s viore commonly g g -
Local Keme! ol | Ramols Kamald . terface Definition Language (IDL). IDL is used to define the interface between
lient and a server.

in RPC 4
Fig. 2.8.2 Steps in [ BPC Messages

fhe RPC protocol can be implemented on any transport protocol. In the case of
ICP/IP, it can use either TCP or UDP as the transport vehicle. When using UDP,
it does not provide reliability. Thus, it is the responsibility of the caller program to
employ any needed reliability (using time-outs and retransmissions, usually
implemented in RPC library routines). Note that even with TCP, the caller
,ram still needs a time-out routine to deal with exceptional situations, such as
er crash or poor network performance.

RPC call message : Each remote procedure call message contains the following
unsigned integer fields to uniquely identify the remote procedure. Fig. 283
shows the RPC call message format.

1. The client calls a local procedure, called the client stub. It appears to ti
that the client stub is the actual server procedure that it wants to
purpose of the stub is to package the arguments for the remote
possibly put them into some standard format and then build one or
network messages. The packaging of the client's arguments into a

ge is termed haling.

2. These network messages are sent to the remote system by the client stub.

requires a system call to the local Kernel. g

‘3. The network messages are transferred to the remote system. Eif
connection-oriented or a connection-less protocol is used. -

erver stub procedure is waiting on the remote system for &:e

Fig. 2.8.3 RPC call message format

a. Message identifier field consists of a sequence number.

b. Message type field that is used to distinguish call messages from reply
messages.

c. Client identification field that may be used for two purposes.

RPC Reply Message : The RPC protocol for a reply message varies

depending on whether the call message is accepted or rejected by the

29
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: s,ek(ﬁd,pmlﬁoll):Thisopemﬁmeausat}uuwerwchmgeﬂ\evalueof

. the read write pointer of the file identified by fid to the new value specified as

~ position.

5. Close (fid) : This statements causes the server to delete from its file table the

" file state information of the file identified by fid.

Stateless server : This server does not maintain any client state information.
llowmg are the file operations supported by this server.

. Read (filename, position, n, buffer) : tion of this st t, the
server returns to the n bytes of data of !he file identified by filename.

2. Write (filename, position, n, buffer) : On execution of this statement, it takes
' n bytes of data from the specified buffer and writes it into the file identified by
filename.

'RFthedd\ecaﬂmesagesu«essfuﬂy A
« The remote implementation of RPC is not proto::
highest supported RPC version numbers are return!
o The remote program is not available on the remote system. 28 "
o The remote program does not support the requested vel'swx:e :\lmumbeedr
and highest supported remote program version numbers are
o The requested procedure number does not exist. This is usually a
protocol or programming error.

Marshalling Arguments and Result

jon 2. The lowest

e P must be halled into a standard representation. Parameters
of simple types (eg, integers) and compound types (e.g., C structures or Pas
’ - Moreover, because each type has its own representation, the types c
ters must be known to the modules that actually do the conve;
‘bytes of characters would be uninterrupted, while a 4-byte
order of its bytes reversed.
of procedure parameters into a message packet..
procedures to marshal or unmarshal all of

r binding

Binding is the process of connecting the client and server. The server, when it
tarts up, exports its interface, identifying itself to a network name server and
ing the local runtime its dispatcher address.

The client, before issuing any calls, imports the server, which causes the RPC
runtime to lookup the server through the name service and contact the requested
erver to setup a connection. The import and export are explicit calls in the code.

RPC Problems

works really well if all the machines are homogeneous.

Complications arise when the two machines use different character encodings,
g EBCDIC or ASCIL
rdermgmaluoapmblm:lntelmad\hesaxehtﬂwwdianmd&nSpm‘s
‘blg-mdmx.

mechanisnuaxerequuedtobebuﬂtmtoﬂ\eRPCmechmismtopmmdefor
types of situations - this adds complauly

fid, n, buffer) : After execy;
from the specified buffer.

TECHNI ®
ICAL PUBLICATIONS® . an up-thrust for
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g ﬂwaverheadofsame—mad\imcommmicaﬂmLRPCemo“ﬂgﬂboﬂ\
and performance.
combines the control transfer and communication model of capability
.wiﬂ\thepmglammingsemunﬁcaandlaxge-gminedpxdecﬁmmodelof

Sexportsinterfacetomotepmduresandc]ientConsamemad\ine
interface. OS Kemnel creates data structures including an argument stack

3 icsi uest m
onfeb implemented bY etransmission of the (call) req 5
» Can ;’ e Lerver's operations are idempotent. That is 3 b il
o Accep! J 5
At-most-once call semantics : g 4 Trap to Kernel.
¢ When a RPC retums, it can assume that the ‘Remote ¥ 3 i Kernel changes memory map of client to server address space.
¥ 4 .
2 . Client thread executes procedure.
alled exactly once or ROt 2¢ : Client P
:m Jemented by the server's filtering of duplicate requests and ¢ Thread traps to Kernel upon completion.
. o B
Thi}: ensures the RP is called exactly once if the server does n Jernel changes the address space back and retums control to client
. exec ul % : i
i ge-Oriented Communication
When ashes during the RP's execution, the par e
. the server CT: mdgysmcommunicaﬁonislﬁdmgimmuserbyusmggrcmm,

is true that any mechanism is not 5
In this case, we want the effect that the RP has not been y proper. " 54
’ oriented communication is a way of communicating between processes.

Atmost-once call semantics are for those RPC applica - : Vs
sage-0 tions are of two types : or as
guarantee that multiple invocations of the same RPC call by a ¢ i o : YPESN; symhmmﬂ ynchronous
nmunication, and transient or persistent communication.

to erroneous results.

processed on the server.
Such applications usually maintain state information on the
one invocation of the same RPC call must be detected in o
of the state information.

persistence and Synchronicity in Communication

us consider the computer network where the applications are executed on the
chine. Host machine is connected to the network of the communication

This server is responsible for passing messages between the hosts.
stence is a prerequisite for certain forms of communication and sharing.
il system is an example of persistent communication.
runs an application by which a user can compose, send, receive and
sages. Each host is connected to a mail server and every message is first
1 in one of the output buffers of the local mail server. 3

ver removes messages from its buffers and sends them to their destination.
mail server stores the message in an input buffer for the designated

Lightweight Remote Procedure Call

_¢ Lightweight Remote Procedure Call (LRPC) is a commu
and optimized for communication between protectia
machine.

. In contemporary small-Kernel operating systems, exis
unnecessarily high cost when used for the type
predominates between protection domains on the same :

B el
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the receivin

+ and blocks un

only for incoming requests,

Client issues reques andietl

. Gerver essentially waits e Oriented Transient Communication
them.
mmunication

prawbacks of synchronous col : i
1. Client cannot do any other work while waiting fo?r rep.ly -
2. Failures have to be dealt with immediately (the client is waiting)
3, In many cases the model is simply not appropriate (mail, news).
-' The amount of time messages are stored determines whether
jent communication stores the

transient or persistent. Transi L
both partners in the communication are executing. If the next

not available, then the message is discarded. It wor
store-and-forward router.

o Persistent communication,
recipient receives it.

o A typical example of asynchronous persistent communication

face

ata to another process. P

on the other hand, stores

terface at for incoming
Jatter can regularly check z nous Communication : Messages can be persistently stored at
anication, the sender blocks waiting host and a sender is blocked until this happens.
3 chronous communication doess 1 ynct C ication : The ge is P ily stored at a
engage in ¢ ver to execut simultaneously. 5o, the sen © at the sending host, after which the sender immediately continues.
cel : :
sender and the ¢ an example for this type.
led. : + 2aatd | .
Toosely-<OUP ting 15 generally based on a mu y C = :Ihesenduisblockedunﬁ:glﬂgnz?g;
o Client/Server @W g rve,}.avembeﬂ':ﬁ"ea“hemi’ . d alocalbufferatﬂterecewmghost,orunﬁl!}-enwulgelsdeliv
communication: Client and s€ i kvl reply. ¥ er for further processing, or until it receives a reply message from the

is a protocol independent interface to multiple transport layer
In order to write applications which need to communicate with other

(

is an abstraction that is provided to an application programmer to send or

be sent to or received from another process running on the same

rorks with UNIX /0 services just like files, pipes and FIFO.
for Application Programming Interface. It is an interface to use the

port layer.

Socket API defines interface between application and tr

Middleware (MOM). Message-oriented middleware
message-queuing system, a message framework, or just a 1

ing socket interface .

¢ MOM can form an important middleware layer for enterpris
Internet. In the publish and subscribe model, a client can reg
a subscriber of messages. Messages are delivered only to the
and only once, with various communication methods incll
many-to-many communication. The data source and destina
under such a model.

¢ Persistent Asynchronous Communication : Each me:
abond in a buffer at the local host or at the first co
.,{gmnlysm is an example.

of functions.

bug free application development.

PI defines function calls tocreute,doue,readandw:it-efaf&mnsockgh

- el {
'of the APl functions is independent of the protocol being used.
/IP and UNIX domain protocols can be used by applications using a

way to better portability of applications across protocol suites.
finer details of the protocols from application programs thereby yielding

TECHNICAL PUBLICATIONS® - an up-t
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reation : i gyl v

l (int family, int type, int protocol);

working with files, T T

return handles (e descriptor) and. (These are the IP4 family)
¢ these handles (fle descriptors). SOCK_STREAM (for TCP) or SOCK_DGRAM
the sockets 14 deserd the same file desc A (for UDP)
: ool :  IPPROTO_TCP (for TCP) or

In Linux, sockets and fill

- o [PPROTO_UDP (for UDF) or use 0

file descriptt g
essful, socket () returns a socket descriptor,
e of a failure.

you will be given a
which is an integer, and - 1in

xample call :

Even tho
pcket(AF_INET, SOCK_DGRAM, 0) <0)

very different. Sockets have a
notice that this distinguishes so¢
with which they associate.
You cannot randomly access & socket Like you can a file
must be in the correct state to perform input or output. N .,

o 4 i asocketisinsomewayssimilartoopmmgaﬂle.Thhﬁmcdonmama
ol Jescriptor and returns it from the function call. You later use this file
ork communicati L for reading, writing and using with other socket functions.
er that the sockets API are generic. There must be a generic way to
fy endpoint addresses. TCP/IP requires an IP address and port number for
endpoint address. Other protocol suites (families) may use other schemes.

kets form pipes, since
atf(socket() failed.);

Socket abstraction
+ Socket is the basic abstraction for netw!
Socket defines an endpoint of communication for a process.

+ QOperating system intains inf tion about the

¥

Fig- 29.1 shows the socket and process.
P sockets

whenever there is a need for IPC within the same machine, we use
ism like signals or pipes. When we desire a communication between two
ions possibly running on different machines, we need Sockets.
are treated as another entry in the UNIX open file table.
S— nit s provide an interface for programming networks at the transport layer.
3 communication using Sockets is very much similar to performing file

fact, socket handle is treated like file handle.
based communication is programming language independent.

ernel, a socket is an endpoint of communication. To an application, a
a file descriptor that lets the application read/write from/to the network.

Fig. 29.1 Socket and process

TEGHNICAL PUBLICATIONS® - an up-thrust for knowledge
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1 Creat= a socket
2 Specify the address and service port of the server program.
3. Estsbiich the commection with the server.

4 Send and receive mformation.

5 Close the socket when finiched, erminating the conv
Only sizps two =d three e different, depending on if if's a
apphcation. -3
Bz 292 shows 2 tmeline of the typical scenario that takes place
chent and server.

(Refer Fig. 292 on next page).
Z Message passing interface

* MF primarily addresses the message-passing parallel programm
= moved from the address space of one process to that of another

1 g ol e - end of file nofiication
VAmszmdm&mmsaﬂw

§ e = 2 defanit commmmicator whose group contains all inifial
NPT COAL 2

Fig. 2.9.2 Socket function for elementary TCP client server

ability : There is litfle or no need to modify your source code when you port
application to 2 different platform that supports the MPI standard.
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3 mo\wm‘wﬁ“ I
F - MPEL ]

gmhml\md et of loosely coupled communication. Sender and receiver can execute
‘A\w“ﬁm@mﬂ‘“‘“‘s 2 mepuﬂmﬂyofud\oﬂ\u.mmmﬁmgth@ymhd

uﬁusingquz\l&uemfollws:

: < in a receiver.
:\N\'_TAGJSR'E“@““
@ﬂwwmmmnyaﬂpmms‘htm
3 S s data from one Process to all others in a communical
m&smmmp\\m»mmmﬁnwmﬂm“
e In many oumerical  algorithms, SEND/RECEIVF can b
BCAST/REDUCE, improving both simplicity and efficiency.
communication primtive must be cnlled by
. mwm communication primitive i
1. MPLBcast (sendbul, sendcount, sendtype, rootiD, comm
qummﬂm‘toaﬂmm
2 MPLScatter (sendbuf, sendcount, sendtype,

rootiD, com municator) :
processors and concatenate the output in the “recvbuf™.

4 MPI Reduce (sendbuf, recvbuf count, type, op, ro

Processor rootlD receives messages from all other p Fig. 2.9.6

operation op on the received data. The final outcome .

variable. . queuing allows distributed applications to communicate asynchronously
g messages bety the applicati The messages from the sending

[EEEY Message Oriented Persistent Communication msb:::haqumemdmmiwadbyhm;pphm
: ; on: or receive messages through a queue by sending a request
¢ Mesage queuing systems or Message-Oriented Middleware queuing system. - ¢
ple of message oriented middleware service. b eceiving applications can use the same message queuing system or
h:ﬁ‘mnndd ones allowing the message queuing system to handle the forwarding of
Itsq:ponsb‘y‘nd\mnom?ﬂiﬂmt communication. I ‘ from the sender queue to the recipient queue. it
storage for message while sender/receiver is inactive. Exa ‘
St hem to the next node. At the destination node, the messages are stored

. ﬂ(munlmiutesby‘ ¥ ]
Inserting messages i

I 4 TECHWCAL PUBLCATIONS® - o
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iros, Prooossos :
2:42 Baslos of Archltooturos, : B b : , v
( the network or applicat ) : Bass

annel between the application;
g

Dlatrbuted Systorn

oed even |

fcation ch

Gonoral a sure of quouing systom b .
o Fig. 2.9.7 shows general architecture of messag q

‘ X mculg'ﬁ
Look-up LN R ?
4 P u:ﬁwoﬂ-"ﬂ' Recolvor > i i l
Bendor k addross of quouo i .

o Mossage delivery js guarant
provides for a reliable commun

Incoming |

- Outgolng |
a . messagos|
e i : '.
: [}
Local 08 Queuo-level Local 08 T :
address L ----------------
Addross look-up
database )

Network

Fig. 2.9.7 Message queuing systom architecture Fig, 298 Gckertach

with
To perform message delivery, a broker I‘I'IN! set up communication channels

clients, perform. thentication and izati route et : 4
guarantee reliable delivery, and provide data for monitoring system performance.
qpeﬂomﬂ\hcomphxsetoffumﬁm,abrokerumnnunbﬂatdmumt
internal components, each with a specific role in the delivery process.

The M Router comp ‘perfomsﬂ\ekeymagemuﬂngmdde“very
ke,ax:iﬂ\eo&mspmvideimpommnuppoﬂnrﬁmupmwﬁch&w
‘Message Router depends.

broker service p ts and
Message Router : Manages the routi and delivery of messages.

Connection Services : Manages the physical connections between a broker and
clients, providing transport for incoming and outgoing messages.

Persistence M : Manag the writing of data to persistent storage so that
system failure does not result in failure to deliver messages.

Se ity Manager : Provides authentication services f?r users mqueoﬁng
connections to a broker and authorization services for authenticated users.
 Monitoring Service : Generates metrics and diagnostic informaﬂm &ift ‘can be
written to a number of output channels that an administrator w\uue‘hummlm
and manage a broker. SRR,

+ Source queue : It is on source machine or same machine. Message
only from local queue,

o Destination queue : Message is stored on the queue where queue
specification of the destination. ¢

* Queue is managed by queue managers. Queue manager dlrectl};
application.

* Router or relay is the special manager used for forwarding the messa,
¢ It works at the application level.
Message broker

¢ A Megage Queue broker provides delivery services for a
messaging system. Message delivery relies upon a number
comPonenm that handle connection services, message routing
persistence, security, and logging. :

* A message server can em,
are shown in Fig, 29,8,

¢ Message delivery in 3 Message

destinations, and then g

performed by a broker,

ploy one or more broker instances, Broker

queue messaging system from producin
om destinations to one Or more cons

® 1 i
TECHNICAL PUBLICATIONS® & up-thrust for knowledge TECHNICAL PUBLICATIONS® - an up-thrust for knowledge.
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MQSeries message quewing b provides mechanisms  to
294 Q1 : cha are inherently unidirectional. MQSeries - s
5 ing S !embasedonamodelofnms!\ 3 maﬁmﬂysﬂnMCAswhmmpm“bhm! et .
e - = Thisapplicaﬁonsmn sithes on 8 pannel . Any network of queue managers can be created; routes are L
‘;i queue manager and queues reside, or from a remote client iy
:ph:;iﬂﬁasansu\dorrem-e messages only from queues owned by the ) oy A ol

o and Communication
od Sysiom 2-45 Basics of Architectures, Processes

ger 1 hannel Client

; ate connected. b o types of channels - Message Ch and MQI « (also called

MQSeries ?mmidmd]mm roduct from [BM that runs on multiple platforms ans \nnels). Message channels Me a communication path between two queue

. 057 e o smg to other applications. Basically, the managers on the sal\me,. or different, platforms. A muuhge channel ﬂ :ﬂl\!ﬂ"*
apphuh:: PUTs a message on aTQueue, and the receiving application GET: messages in one direction only. If Ewo-w';y c = is req be
message from the Queue. The sending and receiving applications do not hay 0 queue gers, two ge ¢ are req

bem&\emphﬁom,anddonothavetobeexecuﬁngatthesameﬁme
+ Terms used in [BM MQSeries :

1. Message queues are storage areas for messages exchanged be
applications.

MQ]ghannelsmnneclmMQSeﬁucumttonqueuemanagemaserwjr
mdﬁne.ltismedfnrmsfwofMQIcﬂlsmﬂmpmmlyuﬂls
pi-directional.

Stream-Oriented Communication

2. Message queue interface (MQI) is an application programming interface
applications that want to send or receive messages through IBM MQ

Message oriented communication implies request-response and can only be used
queues.

when communication speed does not affect correctness. But timing is crucial in
' certain forms of communication. Solution is stream oriented communication.
Following concept is used for this :

1. Support for continuous media

2. Streams in distributed systems

3. MQSeries clientconfiguration is an MQSeries configuration where the
manager and message queues are located on a different computer or nod
the application software.

4. MQSeries serverconfiguration is an MQSeries configuration where the
manager and message queues are located on the same (local) computer or
as the application software.

5. Queue i i
ger provides the ge q facilities that applicati
and manages the queue definitions, configur. i o

7 ation tables, and message que
S Is an MQSeries feature

3. Stream management
» All communication facilities discussed so far are essentially based on a discrete,
which is time-independent exchange of information.
b In many situations, it does not matter when a particular communication process
2 that enables an  application to be takes place. But what if we are attempting to serve audio or video, or a
ally whmma message event, such as the arrival of a message, ocou combination of both? Time dependent data can be served using streams.
ic messages are 4 :

i Put into, and removed from queues. Q Streams can be simple and complex. Streams support si sink and multiple
the regime of a queue manager, et i P P pport single multip!

P
S R

Multimedia yst use str q

ted communications. The timing of the data
delivery is critical in such systems. Such communication is used for continuous
media such as audio where the temporal relationships between different data
items are meaningful as opposed to discrete media such as text.
* Continuous representation media : The temporal relationship be \ data items
s is important to the meaning of the data. Examples include video and audio data.

! * Discrete representation media : Not time dependent. Example
executables.
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. Dlusmmshmdkconﬁnummedhmusmamhl*qumddﬁ 2
mod '
« Data streams have several modes R o conéteaints I

1. Asynchronous transmission mode

items in a stream. |

2. Synchronous transmission mode gives a maximum end-to-end delay
item in a data stream. 3
th maximum and minimum de

3. Isochronous transmission mode gives bo :
+ Streams can be either simple or complex. Related sub-streams will nee
i Streams can be seen as a channel between a source and

) zed :
Source could be a file or multimedia capture device and sink could be a-
multimedia rendering device. '_

o Fig. 2.10.1 shows setting up a stream between two processes across a ng
Streams can be set up between different machines, or directly between devi

both. Streams are unidirectional and there is generally a single source, and
more sinks.

Sending process Receiving process

n Bucket Algorithm
In token bucket bursts of up to n packets can be sent at once, which gives faster

1 response to sudden bursts of input.

- e The regulator collects tokens in a bucket, which fills-up at steady drip rate by
A packets.Whmapacketarﬂvesathmgulmr,ﬂwreguhmrmdaﬂ\epa'cketif
the bucket has enough tokens. Otherwise, the packet waits either until the buckets

has enough tokens.

Stream

 Fig. 2.10.2 shows token bucket generator.

o
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coming tokens overflow
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is already fill of tokens, in

time,
"‘“““ﬂmwmofﬂ‘““ky"“‘kﬂ

o If the bucket | Multicasting

available to future packe :
Eonde e = i P"’lf‘°’“° ot have sufficient number of
0.l regu!nlﬂr Ad:]:::,:, i::;:‘cgio:? t:kens, the cou.rllter is incremente
every A To;d decremented by one whenever @ packet is sent. o
« When the counter hits zero, no packets may be 5"-:; Smoother: itz
obtained by putting a leaky bucket after the token bucket.
The Resource Reservation Protocol (RSVP)
« RSVP is a protocol for enabling resource res ;
« RSVP allows multiple senders to transmit to multiple Ig?ups of ﬁ'-‘ﬂvm,
individual receivers to switch channels freely and optimizes bandwidth ,
at the same time eliminating congestion.
RSVP uses multicast routing using spanning trees.
Group address is assigned to each group. To send to a‘group a.smdet
group address in its packets. The standard multicast routing algorithm
a spanning tree covering all group members.
RSVP process receives and stores the specification parameters, checks i
% le resources and checks if receiver has permission to make the

t a routing protocol and its works in conjunction

Multicast communication allows a process to send the same message to a group of
esses. As multicast perati can provide the prog with delivery
tees that are difficult to realize for the application programmer using
unicast operations.

oup communication that
plifies building reliable

ervations in network routers.

e passing and make
e communication look like Fig. 2.11.1 Multicast communication
ordinary procedure call.
Fig. 2.11.1 shows multicast communication.
ulticast messages provides a useful infrastructure for constructing distributed
stems with the following characteristics :
pli vices : A replicated service ists of a group of members.
Client requests are multicast to all the members of the group, each of which
- performs an identical operation. Even when some of the members fail, clients
can still be served.
Better performance : Performance of service is increase by using data
replication. User's computer is used for replication. Each time the data change,
the new value is multicast to the processes managing the replicas.
3. Propagation of event notifications : Multicast to a group may be used to
notify p when something happ For ple, a news system might
notify interested users when a new message has been posted on a particular
ELch EIoup:
Group view is the lists of the current group bers. When a bership
change occurs, the application is notified of the new membership.

il IP Multicast
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at D
group is speoﬁed by a ress. Class
o A multicast Class D Internet add!

d are used
reserved for multicast: 224000 to 239.255.255.255 an !

of these addresses have been reserved for use by multicast applications
le, IP address 224.0.1.1 has been reserved for Network
gh IANA. For example,
Skebe whose first 4 bits are » Protocol (NTP).
5 s ified by an Internet address X
« A multicast group is specifi
IPvd.

et Group Management Protocol (IGMP) is used to dynamically register
vidual hosts in a multicast group on a particular LAN. Hosts identify group
emberships by sending IGMP messages to their local multicast router. Under

, routers listen to IGMP messages and periodically send out queries to
discover which groups are active or inactive on a particular subnet.

1{9 Multicast Address (28 bits)
&

« Multicast addresses designate either pemr;nan?:l\: or tIrPansnl\e‘:\l:l ;::lh:m g
permanent multicast group is associated with an ddress
registered with [ANA.

+ Being a member of a multicast group allows a computer to receive IP pa
to the group. IP multicast is a bandwidth-conserving technology that
traffic by simultaneously delivering a single stream of information to
thousands of corporate recipients and homes.

* A multicast address is designed to enable the delivery of datagrams to

hosts that have been configured as members of a multicast group in
scattered sub-networks. 2

Multicast routers execute a multicast routing protocol to define delivery paths that
enable the forwarding of multicast datagrams across an internetwork. The block of

ticast routers should not forward a multicast datagram with a destination
. ddress in this range, regardless of its TTL.

cast address allocation

IP Address

* Applications that take advantage of multicast include video conferencing,

communications, distance learning and distribution of software, stock g
news. 1

C

24000 t0 240025 1

224.0.1.0 to 224.0.1.225

* A host may send IP multicast by using a multicast address as the d
‘address. A host manages a table of groups and local application proces
b tn_lh.is group. When a multicast message arrives at the host, it
of it to all of the local processes that belong to that group.
acts as a member of a group only if it has at least one active pro
group. The membership of multicast groups is dynamic, a
Join or leave at any time and to join an arbitrary number 'of :
to send datagrams to a multicast &roup without being a men

2402010 2402550 Ad Hos Contral lock for traffic

239,000 to Aldmin
239.255.255.255

S e e

Multicast addresses may be permanent or temporary.
lure model for multicast datagram's
* They suffer from omission failures.

Omission Failures : messages dropped, checksum errors, lack of buffer space etc.
Both send-omissions and receive-omissions can occur in multicast datagram.
* This can be called unreliable multicast, because it does not guarantee that a

message will be delivered to any member of a group. Messages can arrive
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[EE] structured Naming

A name service stores a collection of one or more naming contexts - sets o
bindings between textual names and attributes for objects. It provides a genery
naming scheme for entities (such as users and services) that are beyond the Scope
of a single service.

Major operation is to resolve a name to look up attributes from a given name,
Other operations required: creating new binding, deleting bindings, listing boung
names and adding and deleting contexts.

Name management is separated from other services.
a. Unification : It is often convenient for resources managed by different services
to use the same naming scheme.

b. Integration : It is not always possible to predict the scope of sharing in 2
distributed system. Without a common name service, the administrative
domains may use entirely different naming conventions.

General Name Service Requirements

Handle arbitrary number of names and to serve arbitrary number of
administrative organizations.

a. A long lifetime

b. High availability

c. Fault isolation

d. Tolerance of mistrust

Design issues for name services are : Name spaces, Name resolution and Domain
name system.

[EXEXN Name Spaces

A name space is a collection of all valid names recognized by a particular service.
It allow simple but meaningful names to be used.

Structured name space allows similar sub-names without clashes and to group
related names.

Name spaces are of two types : Flat name spaces and Hierarchical names.

The name assigned to machines must be carefully selected from a name space
with complete control over the binding between the names and IP addresses.

i) Flat name spaces :

The original set of machines on the Internet used flat namespaces.
These namespaces consisted of sequence of characters with no further structure.

A name is assigned to an address.

TECHNICAL tCmCD).ZOZMG - an up-thrust for knowledge

ji) Hie

Advantage :

1, Names were convenient and short.

pisadvantages :

1. Flat name spaces cannot
single set of identifiers

mm:m.— m?Nm wO _mﬂmm Sets O* :wmnf_n—mw

vmﬁmchm of the

2. Single central name m:EoJQ Was overloag
Tloaded

3. Frequent name-address vSaim changes v
€re cost]

and
rarchical names : ¥ and cumbersome

» The partitioning n.; @ namespace must be defined
. Supports efficient name Mapping In such way that gt -
- Guarantees autonomous contro] of name as
: i
. Hierarchical namespaces provides a simple vet mmm.”H_mE.
®, € Namin;

. The namespace is partitioned at the top level g structure,

« Authority for names in each partition are passed to ea
o The names are designed in an inverted-tree structure
» The tree can have only 128 levels.

ch designated agent.
with the root at the top.

o The top level domains are divided into three areas :

1. Arpa is a special domain used for the address-to-name mappings.

2. The 3 character domains are called the generic domains.

3. The 2 character domains are based on the counter codes found in ISO 3166.
These are called the country domains.
o Fig. 3.3.1 shows the hierarchy of DNS.

Root

Country domaimns

_ Generic domains

Fig. 3.3.1 Hierarchy of DNS
|

mQ - an up-thrust for knowledge
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Dastributed System . t\\h\l\l}g E@W&\\\I — %3
\ is based e —"
1. Searching for entries meeting user-specified criteria. a3 Chord is basedon hashing e Namng
2 Adding an entry. g direct b distrip
- sistent buted
5 = n ¢ non-consis
3. Deleting entry d Consistent
4. Modifying an entry. at A lowest-level domain, called a Jeaf domaj
5. Modifying the distinguished name or relative distinguished name of an entry "~ petwork in a computer network or a ce]] _“ M:Ww_muf COMTesponds 1o 3 oyl
J - obtle telephone nete. -
{move). a Top domain B o phone network
6. Comparing an entry. Leaf domain om domain
£ d Root domain
[ Fill in the Blanks answor Keys for Fill in the Blanks
Q1 space is a collection of names which may or may not share an identical T
resolution mechanism. RO TR} Name Q2 finger table
Q2 Each node n maintains a routing table with up to m entries called | @3 | peer-to-peer Q4 directory services
Q3 Cheord is a protocol and algorithm for a distributed hash table. ,,_ Q5 Flat name, Hierarchical 0.6 object
Q4 Attribute-based naming systems are also knownas . . Q7 | directory information base Qs edge label, node identifier, directory table
Q.5 Name spaces are of two types : spaces and names. ' Q9 | hierarchically Q.10 location-i
P , 2 Ty tece . I— . _petaioal ion independent
Q6 Name resolution refers to the process of mapping a name to an . -
P pping Answer Keys for Multiple Choice Questions
Q7 The collection of all directory in an LDAP directory service is called a : O - :
Q8 A directory node stores a table in which an outgoing edge is represented as a pair __ Q1 d Q2 b
. Such a table is called a . | Q3 d Q4 ¢
Q.9 The DNS name space is organized as a rooted tree.
Q.10 Flat and structured names generally provide a unique and way of 0aa
referring to entities.
[EX3 Muitiple Choice Questions
Q1 Types of name resolution mechanisms for flat names are
a broadcasting ,.v. home-based approaches
¢ distributed Hash Tables (DHTs) 'd all of these
Q.2 LDAP stands for
a Lightweight Distributed Access Protocol
b Lightweight Directory Access Protocol
¢ Lightweight Down Access Protocol
d Lightweight Direct Access Protocol
Kknowledge
® m:n».:OZme - an upit
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Distnbuted System

Working :

1. Oscillation at a well-defined frequency
. Each crystal oscillation decrements the counter by 1
. When counter gets 0, its value reloaded from the holding register

0, an interrupt is mm:mnmﬁmm. which is call a clock tick

2
3
4. When counter is
5

. At each clock tick, an interrupt service procedure add 1 to time stored in memory
¢ Synchronization of physical clocks with real-world clock :

1. TAI (International Atomic Time) : Cs133 atomic clock

2. UTC (Universal Co-ordinated Time) : Modern civil time, can be received from

WWV (shortwave radio station), satellite, or network time server.
3. ITS (Internet Time Service) NTS (Network Time Protocol)

¢ Some definitions :
1. Transit of the sun : The event of the sun's reaching its highest apparent point
in the sky.
2. Solar day : The interval between two consecutive transits of the sun is called
the solar day.

3. Coordinated Universal Time (UTC) : The most accurate physical clocks
known use atomic oscillators, whose accuracy is about one part in 10", The
output of these atomic clocks is used as the standard for elapsed real time,
known as International Atomic Time. Co-ordinated universal time is an
international standard that is based on atomic time, but a so-called leap
second is occasionally inserted or deleted to keep in step with astronomical
time.

IEXEA Giobal Positioning System

» Global Positioning System (GPS) is a satellite - based navigation system made up
of a network of satellites placed into orbit by the US Department of Defence. GPS

was originally intended for military applications, but in the 1980s the system was
made available for civilian use.

GPS satellites circle the earth twice a day in an MEO orbit. GPS uses 29 satellites
each circulating in an orbit at a height of approximately 20,000 km.

Each satellite has up to four atomic clocks, which are regularly calibrated from

special stations on Earth. A satellite continuously broadcasts its position, and timé
stamps each message with its local time.

This broadcasting allows every receiver on Earth to accurately compute its oWl
position using, in principle, only three satellites.

TECHNICAL PUBLICATIONS® - an up-thrust for knowledge
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: am
which carries the coarse - acquisit at the pr

‘ on (C amy frequen
receiver’s antenna. The GPS receiyey qﬁﬁm\mf encoded sjgn,) 8nwm5 of 157 GHg,
to a fraction of a millisecond. res the time of arrival Onw MME& b
e C/A code

Fig. 413 shows computing a position i
Ao dimens;
onal g

Heignt pace.

Paint to be
ignaored

Fig. 4.1.3 Computing a position in a two - dimensional space

e A satellite continuously broadcasts its position, and time stamps each message

with its local time. This broadcasting allows every receiver on Earth to accurately
compute its own position using, in principle, only three satellites.

s In order to compute a position, consider first the two - dimensional case, in

which two satellites are drawn, along with the circles representing points at the
same distance from each respective satellite.

o The y-axis represents the height, while the x-axis represents a straight line along

the Earth's surface at sea level. the intersection of the two circles is a unique point.
Because the GPS receiver does not carry atomic clocks, the measured distances
between the receiver and GPS satellites introduce errors originating from the clock

error, and the distance is called the pseudo range.
s The real distance is simply computed as :
D)
X ~X0% +(Yg = Y)? +Zs =2

where

- .th ; the receiver F;
R; is the real distance between the it satellite to

C is the speed of light; iher erTorS;
> 2 Q §
Aty is the i satellite's transmission del2y i fem time;
! s ]
At, is the receiver clock's errors relative t0 GPS sy

. Oﬁm gystem nme.
At,; is the i satellite's errors relative t© ¥

camions®-anup s e
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Categories of Distributed System

I ——— — |

|
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: Architecture, Processes, Commumication. Naming, Syrcironzation. (onssency g Repbaom
Fault Tolerance, Security - Distributed Object-based System Drgoriaced

Web-based System; Distributed Coordination based Sysiem
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2 Solved Mode| Question Paper
M =
Distributed System

Q7 a)
b)
c)
Q8 a)
b)

c)

What is Apache web server ? [Refer section 7.3.2]

Explain enterprise java bean. [Refer section 7.1..1]

Draw and explain NFS architecture. [Refer section 7.2.3]
What is checkpoint ? [Refer section 5.11.4] |
Explain message oriented communication. [Refer section 2.9]

Explain ring based algorithm for mutual exclusion. [Refer section 4.4]
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